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Electric Airwaves MD, Andrew Caesar-Gordon
analyses how Equifax’s corporate
messages have played out in the media

| atest Crisis Lessons For PROs

rouble comes not as single

I spies but in battalions. Credit

monitoring company, Equifax,

has been under fire after taking six

weeks to admit that a data hack had

stolen the personal information of 143

million Americans. Five weeks on

and it has just revealed that 15 million
Brits are also affected.

CEO Rick Smith resigned but not
before saying that “Equifax will not
be defined by this incident but rather
by how we respond”. It has been well
documented how badly the company
has responded so what can we learn
from their biggest errors?

1. If you don’t own up to the prob-
lem as soon as you discover it, you
stand to be accused of a cover up and
not caring about those affected.

Equifax waited six weeks before pub-
licly admitting to the data breach.
This was plenty of time for the hack-
ers to start misusing the data and

case Equifax hasn‘t said so. So not
only did the six weeksilence set the
narrative for the media’s coverage of
the story but lack of trust in Equifax
became the lens through which new,
emerging information was viewed.

Example: Three days after Equifax
learned of the hack and five weeks
before it went public, three senior ex-
ecutives between them sold Equifax
shares worth almost $2 million. Ac-
cording to the company, none of
them had been told about the hack at
the time they placed the trades and it
only represented a small percentage
of each of their holdings. That may
well be the case - incredible though it
may seem, especially given that one
of them was the company’s CFO. But
perception is everything during a
crisis. One doesn’t have to be a con-
spiracy theorist to draw some damn-
ing conclusions about the company’s
priorities and the self-interests of its
senior people over those of victims.
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A few media tips and performance
techniques won't get you very far.

Electric Airwaves' Media Training
wraps performance around
content to create compelling
stories that engage your audience.
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aspects of the organization (includ-
ing those not directly related to the
crisis). Journalists will dredge up sto-
ries you thought were history; they
will find new angles; and they are all
in competition to unearth more infor-
mation than their competitors.

I wonder if Equifax was surprised by
the story that broke in Argentina that
an Equifax online em-
ployee tool could be
accessed by typing
‘admin’ as both a login
and password? What
kind of checklists do
you have for thinking
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4. Think through and put yourself in
the shoes of those affected - not those of
the organisation.

Fundamentally, just do the right thing.
Not only did Equifax delay announcing
the hack but it chose not to notify directly
those affected (back to the caring about
people thing). Instead it set up a new
website (which apparently didn’t work
properly) and its
call-centre was over-
whelmed. Since the com-
pany had given itself six
weeks to plan its re-
sponse, surely its re-
sponse should have gone

through the conse- thmu the like clockwork?
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have a data/privacy
incident, do you have processes for
making everyone in the organisation
immediately review and revisit all
data security - from PCs to main-
frames? Do you have a process that
means that your customer service
people would not have tweeted
"Happy Friday!" from your Twitter
account after the story broke.

3. Have a team thinking about how the
story could escalate and become
multi-dimensional.

Equifax gathers and sells data about
people to other people and companies.
You do not need to be a customer of Equi-
fax for it to hold significant amounts of
personal information about you. You are
the product. Will Equifax — and the other
credit reporting firms — now find their
very business model under attack since
people are more aware of what it is
doing? Make sure you identify all aspects
of the crisis — the issue at hand could end
up being a proxy for something bigger
and longer term. You can start communi-
cating some core messages now — while
the media is all over you like a rash —
rather than in a year’s time when it may
be harder to get positive media coverage.

who thought they might
be affected. So far so good. But -
cock-up or conspiracy, you choose - it
initially required those who signed
up for it to waive their right to sue the
company.

Victims could also protect themselves
by freezing credit but Equifax
charges for freezes and only “in re-
sponse to consumer feedback” did it
waive the fees (and then for only 30
days). It then compounded the prob-
lem and reinforced its burgeoning
reputation for slack security by as-
signing easy-to-guess PINs to people
who froze their credit.

Ironically, Equifax has a product
which it sells to companies so they
can offer their own customers moni-
toring for signs of identity theft after a
breach. And Equifax has an identity
fraud expert called Lisa Hardstaff.
She was quoted last year in one of
their press releases saying: “Crucial
to tackling loss of reputation after a
breach is being able to provide cus-
tomers with as much support as pos-
sible as quickly as possible”. Oops.
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¢ |f you don't own up to the problem as soon as
you discover it, you stand to be accused of a
cover up and not caring about those affected.

¢ Your nightmare crisis is a journalist’s dream
assignment.

+ Have a team thinking about how the story could
escalate and become multi-dimensional.

+ Think through and put yourself in the shoes of
those affected - not those of the organisation.
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